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» Cloud Computing

» Cloud Secuiiis
» Compliance & Regulation SR
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Instead of buying, owning, and maintaining
physical data centers and servers,
QCCess services, such as computi
torage, databases, on an as-nes

a cloud provider.
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Servers are running

Servers are trusted

Servers are safe

Scale up and scale down

No resource

tais safe

Data not accessible by

governments

atais available

Datfa nof __..- vl
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» No DOS/DDOS attack







» Auto scaling / Load balancing
» Server with CA cerfificate
» Data in fransit is secure : HTTPS (TLS), SASL, STAR
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» Databases in private subnets

» Bastion host to access them, or not

» Encrypftion e '

W DB-level

Column-level encryption
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» Web Application Firewall (level 7)
» CSRF, XSS, SQEIRIESIEH
» Anti-DDOS

Wase of orchestrated traffic on se
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International > ISOI2Z0CINE SRR 10701
> SOC2
> PCI/DSS
USA EU
SDAct o RRCEE
> NIS,NIS2
> EUDMA
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France

» France: SecNuqud / ,




» CLOUD Act

» Clarifying Lawful Overseas Use of Data Act

» Allow US governments to request data from US ¢

/h—ﬂulsli-s-sqfe\’ry, terrorism, crime, justice, etc.

Frameworks

: Healthcare
: Governme
RAMP: Government C
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» GDPR: Personal data protection
» Cross-border Pll data fransfer
» Directive NIS2

» The Network and Information Securl’ry (NIS) Dlrec

» Categories, subject different superwso
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» Origin

» By ANSSI

» Certification for trusted cloud service providers

> _Sesmetimmescalled “Sovereign clouds”
Outscale, OODrive, OVH, Worldiine, Orange,

umCloud

27001 / GDPR "
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» CSL (Cyber Security Law)

» Real name requirement

» Data localization, citizen Plis located in China
» Prohibited content

» _Fechnology“backdoors”

Critical Information Infrastructure sectors

egal responsibilities
Multi Level Pro’rec‘rlon Sche
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» Cloud computing is irreversible

» Some reversal movements are only femporary

» Security is a legitimate concern

»_Securityis-nat obscurity

Necessary to implement the right se '
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